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O que ocorre?

Instalar certificado digital modelo Al para emissao de documentos eletronicos.

O que fazer para resolver?

Instalagdo no servidor

Onde e como fazer para resolver?

1. Instalacéo certificado digital

a) No menu iniciar do Windows Server2003/2008 acesse opcédo executar, digiteMMC e pressione
ENTER.

Na console que se abrira, clique em clique em FILE -Add/Remove Snap-in.

= Consolel - [Console Root] [ B |
ﬂ Action  View  Favorites  Window  Help | == x|
{5 Mew Chrl+n
— Open... Chrl+0 -
1 Save Chrl+5 Hame Actions
Save As... There are no items to show in this view, Console Root -
| More Actions 3
Options. ..
1 ServerManager
2 comprgmk
Exit

|Enab\es wou ko add snap-ins to or remave them from the snap-in consale. |

f‘startl J Y. J ! Micrasoft \MET Framewa. .. | Consolel - [Console R... J wa il
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b) Selecione a opg¢éo Certificates e clique no botdo Add. Escolha computer account e clique em Next.

Consolel

onsole Root]

i@ Fle Action View Favorites  Window Help

== l==dE

| Console Rook Mame: | Actions
There are no items ko show in this view, Console Root -
Mare Actions 3

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected sek of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Avwailable snap-ins: Selected snap-ins:
Snap-in ‘ Vendor | - [ Console Root Edit Extensions. .. |
=" Activex Control Microsoft Cor...

uthorization Manager  Microsoft Cor,

Rermove |
Certificates Microsoft Car...
= Component Services Micrasoft Car... Mave U |

:&Cﬂmputar Managem... Microsoft Cor,..

HDEV\(E Manager Microsoft Cor, Mave Doy |
(=4 Disk Management Microsoft and... Add > |

@Event Wigwer Microsoft Cor. ..

[IFalder Microsoft Cor...

1=/ Group Policy Object ... Microsoft Cor.

€4 Internet Information... Micrasoft Cor. . Certificates snap.

(“@1nternet Information. .

@w Security Monitor Microsoft Cor,.. Thiz znap-in will alwaps manage certificates far.
IR Sacurity Policy Ma.., Microsoft Cor... LI

My user account

Description: " Service aceount

The Certificates snap-in allaws you ko browse the contents of the certificate stores & Computer accaunt

[
Lostart| | 2, B | 71 wicrosoft HET Framewo... |ﬁcunsulel - [Console R... | fold Wiy

c) Escolha local computer e cligue em finish.

Consolel - [Console Root]

l@ Fle Action View Favortes Window Help

| Consdle Rook Name | Actions
There are no items to show in this view. Console Root -
Mare Actions 3

Add or Remove Snaj 5

o can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extansible snap-ins, you can configure which extensians are enabled.

Awallable snap-ins: Selected snap-ins:
Snap-in [ Vendor [= [ Console Ract Edit Extensions. .,
=" ctiveX Cantral Microsoft Cor ...
[T authorization Manager  Microsaft Cor. .. REmoys
Ellcertificates Wicrosaft Cor,
Companent Services  Micrasaft Cor, Select Computer
'8 Computer Managem... Micrasoft Cor,.. —
Device Manager Microsoft Cor... Select the computer you wart this snap-n to manage
(=4 Disk Management Microsaft and... Add >
T event viewsr Microsaft Cor. . This snap-n wil alwaps manage:
" Folder Microsaft Cor. . & Local camputer: [the computer this console is running or)

(=] aroup Policy Object ... Microsoft Cor.

" Anoth I Ei
€3 Irkernet Tnformation... Microsoft Cor... nother computer | ez

I~ Allow the selected computer to be changed when lsunching from the command line. This
B 1P Security Monitor  Microsoft Car, s (i o e
1P Security Policy Ma... Microsoft Cor,

Description:

The Certificates snap-in allows you to browse the contents of the «

< Back I Finish I Cancel

\ \
Lostart| | %, m | 7 Microsoft KET Framewo. . |[T@) Console1 - [Console R... | Wwd 2
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d) Clique em OK.

Consolel - [Console Root]

I Fle Action View Favorites Window Help | =18 x|
===
] Console Root Hame | Actions
There are na items to show in this view. Console Root -
Mare Actions 3

Add or Remove Snap-ins

You can select snap-ins For this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Avwailable snap-ins: Selected snap-ins:

Snap-in ‘ Wendor | - | Console Root Edit Extensions. .. |
=1 ActiveX Control Microsoft Cor... =

[TA authatization Manager  Microsoft Cor... Remave |
Certificates Microsoft Cor,.,

Component Services Microsoft Car... Marve Up |

Eﬁcumputar Managem... Microsoft Cor.

HDEV\(E Manager Microsoft Cor... Mave Dovwn |
Add = |

(=4 Disk Management Microsoft and. ..
@Event Wigwer Microsoft Cor...
[IFolder Microsoft Car...

=/ Group Policy Object ... Microsoft Car...
‘:.Intamet Information... Microsoft Cor. ..

.“g"lntamet Information. ..

B, 1P Security Moritor  Micrasoft Cor, . vanced

1P Sscurity Policy Ma... Microsaft Car... T Advanced. .. |
Description:

The Certificates snap-in allows vou ko browse the contents of the certificate stares For wourself, & service, or & computer,

|

Consolel - [Console R...

|
£ start J % . ] J (7 Microsaft JHET Framewo, ., J %m @Eb
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e) Agora é necessario expandir a opgao Certificates -> Personal. de um clique em Certificates e no lado

direitodo snap-in, clique com o botéo direito do mouse, escolha a opc¢éo All tasks e depois clique em
imports.

Consolel - [Console Ro rtificates {Local Compute rtificates]

[ Fle Action View Favorbtes Window Help |;|i|5|
e=|7E 0= EE
| Consale Raot Issued To = | Issued B | Expiration Date I Intended Purposes | Friendly Name Skatus I Certificate Tem... I Actions
=1 G Certificates (Local Computer) el WM yc-GRU-MSDYTST-ADL WMZve-GRU-MSDYTST-801 04122020 Server Authentication  <Hone:> e .
= ] Personal
_| Certificates More Actions 3
~| Trusted Root Certification Aut | Request Mew Certificate. ..
_| Enkerprise Trust T
“| Intermediate Certification Aut Refresh —_—
~| Trusted Publishers Export List... Advanced Operations. .. 3
Untrusted Certificates

“| Third-Party Root Certification View '
| Trusted People

| Remote Desktop

~| Smart Card Trusted Roots

Arrange [cons b

HEHE

Line up Icans

Help

I Dl

|Personal stare contains 1 certificate,

\
Lostart| | 3L, B Jl onsolel - [Console R... [ wia oy
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f) Clique em Next.

@ SEE
K Welcome to the Certificate Import
[f Wizard [ Expiration Date | Intended Purposes | Friendy Name [ Status [ Certficate Tem... | Actions
[ ST-401 04/12/2020 Server Authentication  <None 4 N
e This viizard helps you copy certficates, certificate trust (At
4 lists, and certicate revacation lists From yaur dekto More Actions ,
== certificate store

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, cick Next,

< Back I Hext > I Cancel

O E— |
Lrstart| | 3 M || console1 - [Console R | @ P

g) Clique no botéo Browse, localize o arquivo com a extensao .pfx e clique em open.

File to Import
-
SpeciFy the Fils you want to import. —_— Uu |EJ - KBS - Dacuments

[d ST-401 Organize v 1= Views v | Mew Folder

Brouse, I

Nate: Mare than cne certificate can be stared in  single File in the Fallowing Farmats:

ates -

File name: re Actions ’

Favorie Links [

Desktap
Camputer

Dacuments
Personal Information Exchange- PKCS #12 (.PFz, P12} Bick
ictures

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B) Music

Microsoft Serialized Certificate Store (.55T) Recently Changed

oo El

Searches
| Publc
Learn mare about certificate File Formats
Folders | [ ol
< Back. Mext = Cancel
Fils rame: [ cericario =] [Personal Infomation Exchang |
4

[0l — B

Personal store contains 1 certificate, [

[ostart| | % B | [ Console1 - [Console R... I ol @i
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pfx e cligue em Next.

h) Digite a snha
l:e

para utilizacdo do arquivo .

cate Import Wizard

; Passward
= To maintain security, the privats key was protected with a password.
i [ Expiration Date | Intended Purposes | Friendly Name: [ status [ Certificate Tem... | Actions
[ ST-A01 04/12{2020 Server Authentication  <None:> [ — .
More Actions »

Type the password far the private key.

Passward;

I Enable strong private key protection, Vouwil be prompted every tme the
private hey is Used by an applcation it you enable this opbon,

I mark this key as exportable, This will allaw you to back up o transport your
keys at alater time.

¥ Include all extended properties,

Learn more ahout protecting private kevs

<Back I Hext > I Cancel

1 —— |

[Personal store contains 1 certificate,
Lostart| | 2, B ||\ Console1 - [Console k. I ol &

i) Next novamente.

Certificate Store

Certificate stores are system areas where certificates are kept
[f | Expiration Date | Intended Purposes | Friendly Name [ Status [ Certificate Tem... | Actions
¢ ST-AD1 01242020 Server Authentication <honez Certificates -
More Actians »

Windows can automaticaly select a certificate store, or you can specify a location For
the certificate.

" Automatically select the certificate store based on the type of certificate
@ Place all certificates in the Following store

Certificate stors;

Personal Brose

Learn more about certificate stores

< Back. I Mext = I Cancel

1 B
Personal store contains 1 certificate.
Lrstart| | 2, MR || consale1 - [Console R... | wd =
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Completing the Certificate Import

Certificate Store Selected by User JEEEbEl
ontent PFx

File Mamme CiUsersikbs\Dacume

< Back. I Finish I Cancel

| — ]

|Personal stare contains 1 certificate.

7| Wizard | Expiration Date I Intended Purposes | Friendly Name Status I Certificate Tem... I Actions
E ST-401 04f12/2020 Server Authentication <Mone> i
Certificaty
7 The certificate will be imparted after you click Finish, ertiicates *
= Mare fictions 3
W *fou have specified the Following settings:

Lostart| | 3, MR ”% Consolel - [Console R...

k) Realize os mesmos procedimentos para conta de usuario local.

wd &



4 Senior

Banco de Solucdes

Sugestao: Na console do certificado va até a propriedades do certificado instalado e dé um nome
amigavel para o mesmo, facilitando assim a identificacédo do certificado instalado.

OBS: Caso o servico do sistema da NDDigital esteja rodando com um usuario especifico, o
certificado digital deveréa ser instalado na conta deste usuario também.

General | cross-Certificates | ocsp |

Friendly narme: I |

Descripkion:

— Certificate purposes
¥ Enable all purposes For this certificate
{” Disable all purposes for this certificate
i~ Enable orly the following purposes

Maoke: You may only edit certificate purposes that are allowed by
the certification path.

I:I Server Authentication

1| | &l
Add Purpase, .., |

Learn maore abouk cerkificate properties

O I Zancel Apply




